
TThe Defense of Trade Secrets Act of 2016 (DTSA) or
“the Act” is a new federal law that provides own-

ers of trade secrets with the right to sue employees
and others in federal court who are
believed to have improperly misap-
propriated the company’s trade
secrets. 

“Trade secrets,” as defined by the
Act, can include a variety of docu-
ments and information, provided the
company has taken steps to keep
them confidential. This information can include the
company’s business plans, financial documents, com-
puter codes, manufacturing processes, customer lists
and other valuable information, whether kept in paper
or electronic format. 

“Misappropriation,” as defined by the Act, is the
acquisition of another’s trade secrets by “improper
means,” including theft, bribery, misrepresentation,
breach of the individual’s duty to maintain secrecy, or
through espionage. The Act applies only to misappro-
priations of trade secrets that occur after the date that
the Act was signed into law, May 11, 2016. 

Owners of trade secrets who prove that their trade
secrets have been misappropriated may be entitled to
be awarded monetary damages by the court for actual
losses, plus an amount for punitive damages (addition-
al moneys the wrongdoer would need to pay based on
the severity of their actions) and reasonable attorney’s
fees for misappropriation that is willful and malicious.
The successful company may also be entitled to a
court order known as an injunction, to restrain the use
of any trade secrets improperly taken that may still be
in the individual’s possession, and to a court order to

seize property to prevent the dissemination of misap-
propriated trade secrets. 
What Employers Need to Know

In order for employers and other owners of trade
secrets or confidential information to obtain the ben-
efits of the Act, they must show that they took meas-
ures to protect their trade secrets and confidential
information. Employers can meet this condition by
showing, among other things, that they required their
employees, contractors and consultants to sign agree-
ments barring the disclosure of trade secrets, that they
have policies in place barring disclosure of trade
secrets and providing procedures (such as password-
ing files and locking cabinets) that limit access to con-
fidential information, and that the company enforced
such agreements and policies. 

Unlike some state laws, the DTSA does not allow an
employer to obtain an injunction to prevent a former
employee with knowledge of trade secrets from work-
ing for a competitor based on the mere assumption
that the former employee will share the trade secrets
with the new employer. Rather, in order to obtain such
an injunction under the DTSA, employers must pres-
ent evidence showing that there is a threat that their
confidential information will be misappropriated
through the competitive employment.
The DTSA Provides Whistleblower Immunity

The DTSA provides immunity to whistleblowers
who disclose confidential information or trade secrets
to federal or state authorities or to attorneys for the
purpose of reporting or investigating a suspected vio-
lation of the law. The immunity extends to potential
liability under federal law, state law, criminal law and
civil law. 
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Under the DTSA, employers must give written
notice to their employees, contractors and consultants
about the whistleblower immunity provided under
this new federal law. Employers must include this
notice in any document that governs the use of confi-
dential information, such as employment, contractor,
confidentiality, non-disclosure, invention and assign-
ment, non-solicitation, and return of property agree-
ments. The law applies to any such agreement entered
into on or after May 12, 2016.

To comply with the Act, employers must include in
their agreements either (i) an explicit provision
describing whistleblower immunity under the DTSA;
or (ii) an explicit reference to a company policy or
employee handbook that is provided to the employee
that describes whistleblower immunity under the
DTSA.Employers who fail to provide this notice, and
who sue an employee for misappropriation of trade
secrets under the Act, will not be able to recover puni-
tive damages or attorneys’ fees if they prevail.
The DTSA Does Not Replace State Laws

The Act does not replace state laws that protect
trade secrets, and which may vary from state to state
and which may also apply to a misappropriation situ-
ation. As a result, employers and other owners of trade
secrets may bring lawsuits under the new federal
DTSA as well as under any other applicable federal law
and any applicable state and local laws. It is important
to note that, because the DTSA does not override state
laws, employers are still bound by state laws, such as
those in California, which limit employers’ ability to
enforce restrictions such as non-competition or non-
solicitation agreements and which may allow former
employees to work for competitors.
What Steps Employers Should Take

Employers, and any other owners of trade secrets,
should identify their confidential information, identify
any potential disclosure of their confidential informa-
tion and take measures to secure their confidential
information. This could include reviewing and revising
company agreements and policies to protect confi-
dential information and trade secrets. Those agree-
ments and policies should define the company’s trade
secrets and confidential information, limit the use of
such trade secrets and confidential information both

during and after the term of the contract, and provide
for the return or destruction of confidential informa-
tion at the end of the employment or contracting rela-
tionship. 

Simple actions, such as including a “CONFIDEN-
TIAL” watermark or header on confidential docu-
ments, can help show that the company takes its own
procedures seriously. Employers should consult with
counsel regarding the notice language to include in
policies and agreements that best protects them
under the DTSA as well as under any other applicable
federal, state and local laws.
Update Agreements and Policies

Employers should be sure to include, in any new
offer letters, agreements or policies that address the
use of confidential information, the required notice of
whistleblower immunity. Employers are not required
to amend any agreements dated prior to May 12, 2016,
but should include the notice in any contracts or
agreements that they enter into on or after May 12,
2016. Employers can include in their agreements and
policies the language of the DTSA, or consult with
counsel regarding language that best suits their needs.
Don’t Let Time Slip Away

To obtain the benefits of the Act, owners of trade
secrets must bring a lawsuit within three years of
when they knew, or should have known, that the mis-
appropriation of their vital company information
occurred. Employers should consult with counsel
regarding the time frames applicable under the DTSA
and under any other applicable federal, state and local
laws.
DISCLAIMER: The foregoing is a summary of the laws
discussed above for the purpose of providing a gener-
al overview of these laws. These materials are not
meant, nor should they be construed, to provide infor-
mation that is specific to any law(s). The above is not
legal advice and you should consult with counsel con-
cerning the applicability of any law to your particular
situation.
Joel J. Greenwald, Esq., is the managing partner 

of Greenwald Doherty, LLP, an employment and
labor law firm, representing management ex-
clusively, and can be reached at (212) 644-1310 or
jg@greenwaldllp.com.
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